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Cnocob 3aWnTUTb
OT MOLLEHHVKOB
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baHk Poccum




C1 okTa6pa 2022 roaa BbI
MOXeTe orpaHuvimBaThb
onepauuun B OHNIauH-OaHKe

MOLLEHHUKN HE CMOTYT
odoopMUTb Ha Bac KpeauT w
NOXUTUTb BCE OEHbLIN C
BalLlen KapTbl, Aa)Xe eCcnu
nony4yar K Hen OOCTYym.




Kakme ycnyrm MoXHo

OrpaHnN4YnNTbL”?

» 3anNpeTuUTb OHMaNH-KpeaunThbl -
OrpaHn4nTb MakCMManbHyo

CYMMY OOHOW OHNaWH-
onepauuun - Hanpumep, He
bonblue 10 Toicay pybnen

'

YCTaHOBUTb NMMMUT TPAaT Ha
CYTKWU, Hedenw, Mecdl, Unu
nobon gpyron nepuoa
BPEMEHMN

OTKasaTbCH OT BCEX BUOOB
DaHKOBCKUX OHNAaWH-YCNyr




3anpeT Ha OHNanH-
KpeauThbl

[1pn ycTaHOBNEHHOM 3anpeTe
MOLLEHHWKaM He yaacTCca
0doOpMUTb OHNANH-KPEeOUT Ha
Balle MMSA U OCTaBUTb BacC C
Ooonramu.

Ecnu Bbl camMun 3aXOoTUTE B3ATb
OHNMaWH-KpeauT, TO CMOXeTe
OTMEHUTbL 3anpeT B Nobdoe
BpeM4. [locne nony4vyeHus
KpeauTta MOXHO byaer
NOOKNIOYNTL 3aMnpPeT CHOBA.




NInmnt  TpaT ans
OOHOW onepauun uUnu
Ha BpPeMS

NIuMUT OeHeXHbIX TpaTr - Cchnocod MWUHUMMU3NPOBATL
BO3MO)HblIE€ NOTEPU, ECMN KapTa UMK €e OaHHblE nonagyT K
MoLLueHHUKamM. OHM He CMOryT YBECTWU CO cyeTa Oonblie TOW

CYMMbI, KOTOPYIO Bbl YCTAHOBUTE.

Y3HaunTe, Kakme Tunbl IMMUTOB €CTb B BalleM baHke, u
BblOEpUTE NoaxoaALLmnn ansi cebs -

CYTOYHbIN, MECAYHbIN, AN

MHTEPHET-MNOKYMOK 1 ap.




KaK yCTaHOBUTb Takue
orpaHn4eHnsa’”?

HekoTopble ODaHKM MO3BONSAIOT

HacTPOUTb CaMOOrpaHUYeHns NPSMO B ‘ \
OHJTaNH-NPUNOXEHUN, OPYrue - TOJNbKO R
/
e

NO NUCbMEHHOMY 3aAaBIIEHUIO B OpuUce.
YTO4YHUTE, KaK 3TO MOXHO cAaenatb B _ 4
BalLlemM DaHke.

OTMEeHUTb 3anpeT U U3MEHUTb €Ero
napamMeTpbl MOXHO B Jt0boe Bpems
6e3 orpaHn4yeHunn.




He TepanTe
_
I/ITeJ'I bHOCTb!

[laxke nNpu YCTAHOBIIEHHbIX OrpaHMYeHnsx OyabTe
OCTOPOXHbl W [OEpXUTe B CeKpeTe Ballu JUYHble W
nnaTeXxHble JaHHbIEe.




baHK Poccum

YTO OEJNATD, ECJIN C KAPTDI
YKPAJI U OEHbI'?

O 3ABNOKNMPOBATDH
KAPTY

no Homepy TernedoHa baHka
Ha GaHKOBCKOM KapTe Unm Ha
opmumansbHoOM cante

yepe3 MODOUIMbHOE NPUNOXEHNE

yepes NUYHbIN KabnHET Ha
ouumanbHOM cante baHka

B oTAeneHunn baHka

KAK OBE30OIACUTDb
OEHBbI'N HA CHETAX?

HAMWUCATDb O oBPATUTBCS
3AABJIEHUE 9 HECOIJ1IACU#H B NMNOJINLIMIO
C ONEPALIVEN

N

W’

Yem bonbLue noaen
nogagyT 3asBleHns, TeM
BbiLLle BEPOATHOCTb YTO
NPEeCTYNHUKOB MOUMaroT

3asiBneHne OOJMKHO ObITb
HanMMcaHo:

* B TEYEHME CYTOK nocne
cooOLleHnsa o cnucaHum
neHer

* HA MEeCcTe B OTAeNneHun
OaHKka



HUKOMY HE COOBLLUAMTE:

* CPOK OEUCTBUA KapTbl N TPEX3HAYHbIN KO
Ha ee obopoTHom ctopoHe (CVV/CVC)

* Maponun n Koabl N3 yBeOOMMNEHUN
* NIOMMH 1 NapoJsib OT OHSTanH-DaHKa

HE NYBJINKYUTE
NnepcoHalsibHbl€ JaHHblE B OTKPbITOM OOCTYIMeE

YCTAHOBUTE
aHTUBUPYCLI Ha BCe YCTPOUCTBA

NoapobHee o npaBunax 6esonacHoCcTu
yutamTe Ha fincult.info

KOOOBOE CJ10BO
Ha3blBaNTe TONbKO COTPYAHUKY OaHKa,

KOrga caMun 3BOHUTE Ha ropAa4yro
JTMHWIKO

baHK He KOMNneHcUupyeT

noTepum, ecsim Bbl HapyLUWUIN
npasuia 6esonacHoro
MCNoOJZ1b30BaHUA KapTbl

rpw duHaHcoBas
L WRKYNbTYpa



3BOHOK, CMC mnu nucbmo —

BbIFOOQON UNU NYTAIOT

NN BaHk Poccuu

OCTOPOXHO:

TENE®POHHbIE MOLLEHHUKI!

5 NIPUSHAKOB OBMAHA

CAMHU

AdepucTtbl MOryT
npeacTaBUTbLCA Cryxooun
Oe3onacHoCTM DaHka,
HanoroBou, NPOKypaTypou

HABAC BbIXOOAT o

JTltobon HeoXMaaHHbI

NoBOA HACTOPOXNTbCAH

'Y

PANYIOT BHE3AMHOW 9

CunbHble aMoLnn
APUTYNNAIT
OOuTENbHOCTb

BAXKHO!

CoTpyaHukn 6aHKOB 1 nonuuumn
HUKOI A He cnpawmBatloT
PEKBUN3UTLI KapTbl, NAaponun n3
CMC, nepcoHanbHbIE AAHHbIE U
He NPOCAT coBepLuaTb NepeBoabl
C BalleW KapTbl

I-1¢§:
:.!" Kak 3awmtntb cBoUu (pMHAHCHI,
= = yputamTte Ha fincult.info

(P HA BAC OABAT

AdbepucTbl BCcerga
TOPONAT, YTOOLI Y Bac He
OblN10 BpeMeHn Bce
obaymaTb

O FTOBOPAT O OEHBLIAX

[MpegnaratoT cnacTtu
cbepexeHus, nonyynTb
KOMMEeHcaLuu o Unn BNOXNTbCA B
NHBECTULIMOHHbIN NPOEKT

3BOHAT

n3 baHka, nonmumum
Unu gpyron opraHmsaummn?

o[MPOCAT COOBLUNTb JAHHbIE
YBEOUTECD,

YTO 3TO HE MOLWEHHUKU! 3'rloyMb“'l'”-leHHMKOB
NHTEPECYIOT PEKBU3UTBLI KapThbl,
naponu n kogbl U3 0DaHKOBCKUX
yBe4OMITIEHUN

«HUKOrQA HUKOMY HE
COOBLUAMTE:

 koabl 3 CMC

* Tpex3HayHbln Ko Ha 0BOPOTHOM
cTopoHe kapTbl (CW/CVC)

« PIN-koa

* Maponu/nornHel K 6GaHKOBCKOMY
NPUNOXEHUIO U OHNANH-DaHKY

* KOOOBOE CNOBO

* MepcoHanbHbIE AaHHblE

£ '_)(DI/IHaHCOBaFI
&« JZ KynbTypa



baHK Poccnun

KAK SALULUTUTBCHA
OT ®ULLUUNHT A

OUWINHI — BUA MOLUEHHMYECTBA, Koraa y yenioBeKka Kpaayrt
rnepcoHasibHble laHHble WU AeHbIrM C NOMOLLbLIO CAUTOB-NOAAENOK.
HYacTo MOLEeHHUKN AeNnaloT CanuTbl, KOTOPble KaK AABe Kan/m BoAbl
NOXo0>X1U Ha CanuTbl peasibHbIX OpraHu3auuu

AK MOXXHO OKA3ATbCA HA OULLUNHIOBOM
AUTE?

) CCbIZIKAM U3 MHTEPHETA MM 3NeKTPOHHON noyTbl, CMC, coobLueHnn B COLICETAX
N  MeCCeHMKepaxX, pekaMbl, 0ObABNEeHUMM O JloTepestx, pacnpoaarkax,
MMeHcauusax oT rocyaapcrBa

3pbl YaCTO B3J/1aMbIBalOT Yy)>XKMe aKKayHTbl, U (PULLUMHIroBas CCblIJIKa
BT NPUUTU [AXKEe OT 3HAKOMbIX

PACMNO3HATb ®ULLIUHIOBbLIA CAUT?

OTNIMYAETCA OT HACTOSLWEro Nullb Napon cMMBOSIOB B agpecHOM CTpoke
tPS M 3HauKa 3aKpbITOro 3aMka J[An3aWH CKOMUPOBAH HEKa4yeCTBEHHO, B
eCcTb owmnbkM Y caruTa Maso CTpaHuL UK Aaxke ogHa — A1 BBOAA AaHHbIX

YBEPEYbCH OT PULLUUNHTA?

OBMTE aHTMBUPYC U perynspHo obHoBnanTe ero CoxpaHanUTe B 3aK/1aKax
a HyXHblX cantoB He nepexoaute Mo MNoA03pPUTENbHbLIM  CCbIIKaM
DJ/Ib3YUTE OTAENbHYIO KapTy AN MOKYNOK B WHTEPHETE, KMaauMTe Ha Hee
HYIO CYMMY NPSIMO NMepes orn/iaToun

(: P 4 ®nHaHcoBas

fiﬂCUlt.infO + 1 1 7Rl v/iAA



NMoapoOHee 0 npaBunax KN6eprurneHbl YMTanTe Ha



KAK SAULINTUTDBLCSH

OT OHJIAUH-MOLUEHHUKOB =

UTtobbl pgobpaTtbcs OO0 Bawunx OaAHKOBCKUMX CYETOB, MOLLUEHHUKaM
HY>XHbl BaLLW NepcoHaribHble JaHHblE N PEKBU3NUTBI KapT

Kakme cxembl NCnonb3yT adpepucTbl?

OBELLAIOT 30J10TbIE IOPbI

Onpocbl 3a BO3HarpaxaeHue, counanbHbie BbiNaaTbl MM cBeEpXNpuUbbINIbHbIE MHBECTULIMOHHbIE NPOEKTLI. [apaHTus
6bicTporo oborauweHns - npusHak obmMaHa

SAMAHUBAIKOT HA PACITPOAAXMU
OrpomMHble CKNAKU U HU3KWNE LieHbl MOrYT OKa3aTbCHA MOLUEHHUYECKOM Y/T0OBKOW

CNEKYJINPYIOT HA TPOMKUX COBbITUAX

Hanpumep, ob6baBnatoT cb6op aeHer Ha pa3paboTKy BakuuH, obewatoT BEepHYTb AEHbIMM 3@ OTMEHEHHble pPencbl UK
npeasiaratoT Moay4YnTb roCyaapCTBEHHbIE AOTaLUU

MACKUPYIOTCA
PasbIirpbiBaloOT posb NPOAaBLOB M MoKynaTesien Ha NonynsapHbIX cantax ob6bsaBieHnmn

YCTaHOBUTE aHTUBUPYC U pPErynsspHo o6HOBNANTE ero

3aBeauTe oTAeNbHYO AebeToBYIO KapTy A njaTeXen B UHTEPHETE N KNaauTe Ha Hee HYXXHYH CyMMYy
nepen onJsiatToun

Bcerna nposepsinTe agpeca 31eKTPOHHOW MOYTbl U CAUTOB - OHU MOTYT OT/IMYATbLCS OT OPULMASIBHbIX

Kak obe3onacnTb CBOU OAEHbIN

B UHTEPHETE?

MLWb Napon CMMBOJIOB

He nepexoaunTte No ccbiylkaM OT HE3HAKOMLUEB - Cpa3y yAananTe
COMHUTENbHbIE COOBLLLEHNS

HukoMy He cooblianTe CBOM NepcoHasibHble AaHHblIe

NMoapob6Hee 0 npaBunax kKnbeprurmeHbl YNTanUTE Ha
fincult.info

\

_JPuHaHcoBas




@ baHK Poccum

KAK SALLUTUTD
CBOUTAOXETbI OT BUPYCOB

BUPYCbI:

* OTKPbIBAIOT yAaneHHbI A0CTYN K BalLleMy YCTPONCTBY
* KPpaayT NOTUHbI U NApONu OT OHNAaWH- U MOOMNBHOro GaHka

* NepexBaTbiBalOT CEKPETHbIE KOObl U3 COOOLLEHNI

3anonyynMB 3TM fAaHHble, Kkn6GepnpectynHuku MoryTN & §
NOXUTUTb BCE AIEHbI'M C BalLUX CYETOB e N

3aBucaeT, nepesarpyxaetcsa unm otknodaetca Camo 3aBepluaet paboty

KAK novH;ITba NnpunoxxeHui NokasbiBaeT BCMNbiBaloLLME OKHa TepsAeT o06bem NamaTu
YTO YCTPOUCTBO 3APAXXEHO?

[To3BOHUTE B BaHK 1 nonpocuTte 3abroknpoBaTb AOCTYN K OHManH- U
MODUNBEHOMY DaHKy U BCe KapTbl, KOTOPbIE MCMNOSb30Balin Ha YCTPOUCTBE

OOpaTuTeChb B CEPBUCHbIN LIEHTP, YTOObI BbINEYNTb ragkeT

YT1o nEnATb ECITN HA [lepeBbINycTUTE KapTbl, CMEHUTE NTOTVH U Napornb
3 OT OHNanH-b6aHKa 1 3aHOBO YCTaHOBUTE DAHKOBCKOE MPUITOXKEHME

YCTPOWCTBE BUPYC?

icnonb3ynte aHTUBUPYC U perynsipHo ero obHoBnaAnTe

KAK SALLLIUTUTD ’ v
€ nepexogute no cCcbiyikaMm OoT He3HakoMLEeB, HE YCTaHaBJINBaUTeE

YCTPOMCTBO OT BUPYCOB? nporpaMmbl MO UX NPockbe 1 He NCNoNb3ynTe Yyxue neLku
CkaunBanTe NPUNOXeHUs TONbKO N3 NPoBEepPEHHbIX NCTOYHUKOB

ObHoBANTE OnepaunoHHY0 CUCTEMY YCTPOMNCTBA

N3berante obuwenoctynHbix Wi-Fi-ceten

Jr

M% LRARARHES {0 callinTe ramkeToB






